Archive of SID.ir

Passive Defence
oo b Vol. 15, No. 3, Autumn 2024, Serial No. 59 R

ISSN: 2980-8030, E-ISSN: 2008-6849

Multilayer Modeling Framework for Hybrid Warfare Game

Yaser Khorrami”
* Assistant Professor, Imam Hossein (AS) University, Tehran, Iran

(Received: 16/04/2024, Revised: 25/05/2024, Accepted: 29/06/2024, Published: 26/10/2024)
DOR: 20.1001.1.20086849.1403.15.3.8.9

ABSTRACT

Hybrid warfare has been one of the topics of interest in recent years. This warfare has been given special
importance due to the involvement of different economic, political, social, military and similar layers and
its analysis has been complicated. Therefore, in addition to the need to upgrade the war game from the
traditional way to the hybrid field, its multi-layer modeling and simulation is one of the necessities of
today's war game. In this article, for the first time, by using the capabilities of the Python programming
language and inspired by NATO's multi-layer software in simulating such wars, an agent-based framework
has been developed for the development of modeling and Simulation of Hybrid warfare should be presented
and implemented in the form of a computer program using the pygame library and based on the Mesa
format as a modular framework for building, analyzing and visualizing agent-based models. The
presentation of this framework is the basis for the development of advanced simulations in the field of
Hybrid warfare as a new paradigm in modern wars and plays an effective role in creating defensive
capabilities in addition to offensive capabilities in this regard. The framework considered in this article has
been implemented in two general formats, first for modeling and simulating conventional warfare and then
for unconventional warfare (hybrid warfare). The second format includes upgrading the framework
introduced in conventional warfare to hybrid warfare by adding two layers of economic and cyber warfare.
The recent format shows that the existing simulation methods based on conventional warfare can be
developed into hybrid warfare simulation methods with agent-based modeling and by adding different levels
of warfare as separate topic layers.
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Class: Actor | Object: Agent
Attributes: Attributes:
- Capability - capability = random integer

between 0 and 10
- economic_capability = random integer

- economic_capability
- cyber_capability

- strategy between 0 and 10
- color - cyber_capability = random integer
" between0and 10
Methods: - strategy = attack
- step() - color = red or blue
Methods:
- step()

Class: HybridWarfare Object: Model

.y
Class: Actor Object: Agent
Attributes: Attributes:
- capability - capability = random integer between 0 and 10
- strategy - strategy = attack
- color - color = red or blue
Methods: Methods:
- step() - step()
Class: Warfare Object: Model
Attributes: Attributes:
- num_actors - num_actors = 32
- width - width =100
- height - height = 100
Methods: Methods:
- step(] - step()
- RandomActivation() - RandomActivation()
- get_casualties() - get_casualties()

- get_casualties()
- get_economic_casualties()
- get_cyber_casualties()

Attributes: Attributes:

- num_actors - num_actors = 32

- width - width = 100

- height - height = 100
Methods: » Methods:

- step() - step()

- RandomActivation() - RandomActivation()

- get_casualties()
- get_economic_casualties()
- get_cyber_casualties()
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import pygame
import matplotlib.pyplot as plt

from mesa import Agent, Model

from mesa.space import MultiGrid

from mesa.time import RandomActivation
from tgdm import tgdm

import time
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Iy S5k o pl, Actor oIS 5l step ais .oges ol 1) glae
:A;SGA djL“’°°l-.‘:-'.,

—| def step(self):
# Implement actor's strategy
as if self.strategy == "attack™:
aloes S5l SO ool S50 il "ales" 5l 3]
Lﬂ ksﬁLﬂss L)uL»“ﬁ 9 d;Sksn Hat%ﬁi‘gédb Cﬂﬁiﬁ dql) LSéoLaJ
ASGA ;))‘3 5‘ L |) ‘SMT
[if self.strategy == "a
# Find neighboring with other actors
neighbors = self.model.grid.get neighbors(self.pos,...
moore=True, include center=False)

Q?—M) ool c.._.ay Ml.:).: Qj).) )é K Y Jog.‘a} 4.,.15 B oo o
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Ol S L yho an Bos cobld ke ol jo 51048 o
g ge Bi> (g5 5l Bas S o3
# Check if the target is defeated
if target.capability <= 0:

self.model.grid.remove agent (target)
self.model.schedule.remove (target)
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class Warfare (Model):
def init (self, num actors, width, height):

def step(self):

def get casualties(self):
9 A 8,5 bl Ao (550 9 Job lal Sl 5o
e b g (o SO, parast (Gl L5k slass elul
D)9 amio ;0 G050 g el w2 les 9 @Sl Sl w5
pLE 2 50 g Ngdioe @5 SzsS Slage b (ol
S 5 03,95 08, CenSB b (S0 m Ll esileand sl
Sy patie 55 JL )3 5 5 CondansS oSk
Jom o=l s e s 1) (gilwans Jow Warfare oIS
schedule  grid .num_actors ol sl 554 Jol—i

# Define colors for the actors
RED = (233, 0, 0)
GREEN = (0, 23553,

BLUE = (0, 0O, 2355)
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class Actor (Rgent):
class Warfare (Model) :
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class Actor(Rgent):
def init (self, unigque id, model):
def step(self):
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class Actor (Agent) :
def init (self, unique id, model):
super()._ init_ (unique_id, model)
# Assign random capabilities to each actor
self.capability = self.random.randint(l, 10)
# Set strategy to "attack" for all actors

self.strategy = "attack"
self.color = None
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% Grid

4 Step function
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# Print the outcome of the simulation

if model.winner:
else:

print("Casualties:"

, model.get casualties())
# Plot the casualties over time
plt.plot(model.casualties)
plt.title("Casualties over time")
plt.xlabel("Ite n")

plt.ylabel ties™)

plt.show()

# Create a report on the simulation

report = f"""Simulation Outcome:

print (report)

# Quit Pygame
pygame.quit()
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def init (self, num actors, width, height):

self.num actors = num actors

self.grid = MultiGrid(width, height, torus=True)

self.schedule = RandomActivation(self)
self.casualties = []

# Create actors

for i in range(self.num actors):
actor = Actor (i, self)
#Assign colors toactors
actor.color = RED if 1 % 2 == 0 else BLUE
self.schedule.add(actor)
® = self.random.randrange(self.grid.width)
v = self.random.randrange(self.grid.height)
self.grid.place agent(actor, (x, y))

self.running = True
self.winner = None

Gy a0 SO 1) (g5lwan s Warfare o) 51 step we

:bﬁu;o

or defeat conditions

1 for agenl in ...
“hedule.agents if isinstance(a

if num alive :

elif mm alive 1

self.cazua'_tJ.eE.append(self.n!.n._actcrs = len(self.schedule.agents))
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if name == " main ":
# Tnitialize Pygame
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class HybridWarfare (Model):
def init (self, num actors, width, height):

def step(self):

def get casualties(self):

def get econcomic caszualties(self):

def get cyber casualties(self):

PP N DN N USRI A Tos
oS 4 cyber _casualties 5 economic_casualties
odd adlslstep e 4y Winner Sis 5.5 ¢ HybridWarfare
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Silwdd Job o aid) Cews Sl gyl 5 solasdl lac LB
oL 1) g3l B a1 onip (Shy S (o0 JLis )
oloul Dl s 050 o palais NONE (55, ol ;o0 5 dd oo
5 ol slac LB o aslsl Joli Lol oS jo onds
S5 5 ombe 5 olatdl Sl 6l S5k e sl gl

il 0hl 5o GBS Wl g wae Gla g >
Gl b s oo 455 L iy el sl Lol el Soles o
30 Gl g golazdl o, Ay g0 & ogdle a5 gl
amio b So 0 4050 1S5 5L e jlaw el Gle)se
Slse Sz ;o azml i opdle Lol 20 5155 5 lime
0l asles ol >g 5 10wl cssliv
if pame == main

v i

screen = pygame.display.set_m
pygame.display.set_caption ("Hy

# Create model
model = HybridWarfare (num actors=32, width=100, height=100)

# Main simulation loop
with tgdm(total=100) as pbar:

# Optional delay to slow down the simulation
# time.sleep(0.1)

# Print the outcomes of the simulation

print("overall simulation results:")

if model.winner:

else:

print ("0 . model.get_casualties 0)

print( ", model.get_econcmic casualties())
print("C ', model.get cyber casualties())
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import pygame
import matplotlib.pyplot as plt
from mesa import Agent, Model
from mesa.space import MultiGrid
from mesa.time import RandomActivation
from tgdm impert tgdm
import time

# Define colors for the actors
RED = (235, 0, 0)
GREEN = (0, 233,

BLUE = (0, 0, 233)

class Actor (Agent):

class Hybridwarfare (Model) :

if name = " main ":
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class Actor(Rgent):
def init (self, unique id, model):
super(). init (unique id, model)
self.capability = self.random.randint (L, 10)
self.strategy = "attack" # Set strategy to "attack"
self.color = Nene
self.economic capability = self.random.randint(l, 10)
self.cyber capability = self.random.randint(l, 10)

def step(self):
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